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Energy plants at risk in
cyber power play
Russian hackers are
furning electricity

grids and
pipelines
info a
new
theatre
of war
Page &

Banks’ digital push is
Pandora’s Box moment
Remote working and
online transactions have
unleashed new threats
Page &

Smart factories need
smarter IT
Connected machinery
and complex supply

chains need protection
Page 7

Transport: a moving
target for hackers
Cyber attacks can be
aimed at critical national
infrastructure as well as
the valuable passenger
o payment

f you can't stop
them, disrupt them

IT systems

Best defence can be
spotting weaknesses
and slowing attacks,
says Hannah Murphy

or decades, companies have

bolstered their cyber

defences in a bid to thwart

intruders. But while this

work will always continue,
firms are increasingly confronting the
reality that it takes only a small
slip-up, or an unnoticed flaw, for
hackers to be able to get inside their
systems. And then what?

So, in a shake-up of approach,
many businesses are now focusing
on how to mitigate cyber attacks
— on the assumption that a breach
isinevitable.

Some firms create internal “red
teams” to probe their own systems for
weaknesses, but Padraic O'Reilly,
chief product officer and co-founder
of cyber security risk group Cyber-

Saint, says companies should do more
“proactive or mitigative remediation”.

“You will be planning for budget
cycles, and looking at risk and mak-
ing risk-informed decisions, instead
of just putting out fires.”

This shift comes as several highly
sophisticated nation-state cyber
campaigns — such as the SolarWinds
hack, which even hit government
agencies — have demonstrated that
companies can be unknowingly vul-
nerable if there is just one weak link
in their supply chain.

Meanwhile, ransomware attacks —
in which cyber criminals encrypt an
organisation’s data and demand
money for releasing it — have esca-
lated. Companies in all industries
have been targeted. Data from Son-
icWall show a 105 per cent risein ran-
somware attacks in 2021

“The ransomware problem has
become so pervasive,” warns Andrew
Rubin, chief executive of security
group Ilumio. “That proved to every-
body that you're going to get hit
almost no matter what, which isnota
failure of your cyber strategy, it just

means that you have to evolve your
cyber strategy to both detect, as well
asstop, the spread.”

One emerging field for protecting
operational technology — such as
critical national infrastructure, man-
ufacturing facilities, automotive
plants, and aerospace systems — is
CCE or “consequence-driven, cyber-
informed engineering”.

According to Stuart McKenzie, sen-
ior vice-president of Mandiant Serv-
ices in Europe, Middle East, and
Africa, the CCE methodology first
requires companies to conduct a
“crown jewels assessment” of their
business from an operational per-
spective — establishing any elements
of production that need to be opera-
tionally effective 24/7.

So-called “consequence prioritisa-
tion” is vital in making sure that elec-
tricity blackouts are avoided, and
water treatment can continue,
for example.

McKenzie says itis about asking the
question: “How do we protect these
critical assets and then, once we got
something around those, look at the

| Manufacturers are under attack from cyber criminals |

-and the consequences are significant
Have you suffered a cyber attack of any kind in the last 12 months?

groups
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Hotels wary of
unwelcome guests
Cyber criminals try to
infilfrate booking
systfems and WiFi
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How contact tracing posed a
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gain ‘false sense
of cyber security’

Company policies

Survey of 350 US and
European manufacturers
shows more confidence
than best practice, writes
Matthew Vincent

Three quarters of manufacturing
companies claim they are aware of
cyberrisks and can deal with most of
them — but, in reality, manystill lack
the skills and security practices todo
s0, newresearch has found.

In asurvey of 350 industrial groups
across Europe and the US, conducted
by the Financial Times’ Longitude
research and consulting business,

75 per cent reported that they either
knew ofa cyber attack being
mounted against their operations
(40 per cent) or had knowingly
avoided an attack (35 per cent).

Amongthose that did suffer a cyber
attack or data breach, nearly half said
it dented their profits, while fourin10
acknowledged there had been
reputational damage as a result, and
areduction in sales. Medium-sized
companies, with a valuation between

Yes, we know we had one
40%

No, we've knowingly avoided one
35%

We're not aware we've had one
25%

Direct consequences felt by manufacturers who have suffered a cyber attack

Negative impact on profitability
Loss of revenue

Reputational damage

Legal and compliance

consequences/investigations

Loss of customers

Requirement to pay a fine
Source: Longitude

Manufacturers have poor cyber hygiene

Cyber security practices that are routinely carried out across manufacturing

organisations (%)
Regular data back-up or mandatory
use of cloud services

Regular manufacturing-specific

cyber training programmes

Privacy shields for screens

Permissions/privileges control

Regular prompts to change passwords

Mandatory software updates
within 14 days of release
Discouraging employees
to work from public WiFi

Access control
Penetration testing

Mandatory use of VPN
Source: Longitude
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next layer and then look at the
nextlayer?”

Idaho National Laboratory, which
developed the framework, calls for a
“system-of-systems analysis” — in
other words, identifying interde-
pendencies between systems and
their components.

After that, the next step is dubbed
“consequence-based targeting”:
essentially mapping out the ways in
which an attack might progress
around a target’s computer systems
and cause the most damage. It
involves working out “where they
need to be to conduct the attack, and
what information is required to
achieve those goals”, says the INL.

When this attack path mapping is
done, it is down to engineers to dis-
rupt those digital assault pathways,
where they can.

Companies must assess “the
threats and scenarios that an organi-
sation faces and then play those
through their systems, their proc-
esses, their business, to see where
weaknesses would occur”, says Del
Heppenstall, cyber security partner
at KPMG.

This might include more concep-
tual “tabletop scenario-driven exer-
cises which step through ‘what ifs’.
If this happens, then what?”. Or it
might involve more “hands on” test-
ing, he adds. “Some clients, ulti-
mately, want to test the resilience of
theirlive environments.”

Mitigation measures can take mul-
tiple forms. One key approach to itis
‘segmentation’, or dividing a network

into smaller parts, according to Ilu-
mio’s Rubin.

He uses the metaphor of a subma-
rine split into an array of compart-
ments: if a leak springs, it will only
affect one small compartment rather
than flood the entire submarine.
“Segmentation is getting . .. a ton
meore attention than it ever has,”
Rubin says.

Detection and having visibility over
systems is also vital. This can be
helped by tools that carry out “scan-
ning for anomalies”, says Heppen-
stall. Another element is making
comprehensive incident response
preparations.

“It is worthwhile to be prepared, to
put into practice the ability to
respond, to validate that your con-
trols and everything is working as
intended,” says Joe McMann,
Capgemini’s global cyber security
portfolio head. That way, “when
you do have a problem, you know
exactly what to do, you're not scram-
bling,” he notes.

However, McCann acknowledges
that, for companies, there remains
the age-old problem of trying to
validate the return on an investment
in security.

Cyber attack mitigation becomes
part of the corporate risk manage-
ment process: "It is a risk-based, cost-
based decision that every business
and every enterprise has to go
through to weigh the pros and cons of
implementing a program that would
prevent impact from a certain riskin
their enterprise,” he says.
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The ‘squeezed middle’ are more likely to suffer
a cyber attack
% M Large companies ($1bn+) "|Medium companies ($500m-$999.99mn)
Small companies (less than $500mn)
| | | |

YYes, we have knowingly

suffered a cyber attack

| | | ‘
|
We have knowingly : |

avoided a cyber attack

=
We are not aware that we have (—

suffered a cyber attack :

| | |
0 10 20 30 40 50

Source: Longitude

| The ‘squeezed middle’ are less prepared for cyber threats |
Manufacturers that feel fairly or very well prepared to deal with the following

cyber attacks (%)
M Large companies ($1bn+)

Medium companies ($500m-$999.99mn)

Small companies (less than $500mn)

Scamming
Phishing
Ransomware

Man in the Middle

SQL injection

Source: Longitude

| Cyber governance is poor in manufacturers
Cyber security governance in place across manufacturing organisations (%)

A company-wide cyber security policy
Accountability for cyber security
delegated throughout the company
Cyber security incident management exercises
Training on cyber security

Issues and awareness

Regular meetings with

cyber security provider

‘Annual reporting on cyber security
Board member with direct
responsibility for cyber security

Risk scoring / benchmarking

Source: Longitude

$500mn and $1bn, emerged as the
most likely to be successfully targeted
by hackers or cyber criminals, with
49 per cent admitting they had
“knowingly suffered a cyber attack”.
In comparison, only 41 per cent of
$1bn-plus groups and 36 per cent of
smaller, sub-$500mn businesses
knew of attacks. Large companies
were the most likely to have
knowingly avoided an attack: 44 per
cent said they had managed to do so,
against only 29 per cent of medium-
sized businesses.

But, despite their greater
vulnerability, the “squeezed middle™
ofthe manufacturing industry
appears to beless well prepared for

cyber attacks than larger or smaller
groups. Ofthe five commeon types of
attack, medium-sized companies had
the lowestlevel of preparedness for
four of them: scamming; phishing
(where fraudsters trick businesses
into disclosing payment
information); “man-in-the-middle”
attacks (where criminals intercept
and change secure messages between
parties); ransomware (where datais
‘locked’ with encryption and only
released for a ransom); and SQL
injection (where a malicious codeis
used to access databases).

And “cyber hygiene” —the
carrying out of appropriate security
practices — was found to be poor

across companies of all sizes. Only
aquartermade connecting via
virtual private networks mandatory;
only a third prompted staff to
change passwords and demanded
mandatory software updates; fewer
than half backed up data regularly
or arranged industry-specific

cyber training.

Senior management often failed
to ensure sound systems of cyber
governance were in place. Only
36 per cent of manufacturing groups
gave a board member direct
responsibility for cyber security, or
reported on it every year. Fewer than
half operated a company-wide

ecurity policy or made staff
throughout their busi
accountable for cyber safety.

Longitude’s survey did find that
asmall number of manufacturers
were taking effective steps to protect
their operations — by investing in
technology, insurance and specialist
advice. More than half arenow
investing more in cloud computing
security measures, safeguarding their
computer networks, and preventing
attacks via interconnected devices
(the “internet of things™).

However, the disparity between
most companies’ stated confidence
and theirlimited skillsets and
preparations led the researchers
to question their “false sense
of security”.
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Infrastructure Russian hackers treat grids and
pipes as theatre of war, says Hannah Murphy

Energy plants
at risk in cyber
power play

n 2017, a Russian hacker came
within a whisker of causing what
could have been a “catastrophic™
and deadly attack on a US oil
refinery, according to a Depart-
ment of Justice indictment. The
hacker got into the refinery’s systems
and deployed malicious software
with a view to causing severe “physi-
cal damage” — but, instead, triggered
safety systems and automatic shut-
downs of the refinery.

In March, the hacker — an
employee of the Russian defence
ministry’s research institute — was
charged by the Do], alongside three
other Russian government employ-
ees who allegedly targeted energy
companies across more than 135
countries between 2012 and 2018.

These charges reflect an increas-
ingly strident approach by the
US government in its pursuit and
prosecution of cyber adversaries.
However, they also reveal the ongoing
appetite among nation-state hackers
to target energy companies, to cause

maximum disruption. While the
energy sector has long been a top tar-
get for hackers, cyber security
experts are now warning of height-
ened threats amid the Russian inva-
sion of Ukraine, and are urging the
industry to take more decisive action.

Russia is treating cyber as an “addi-
tional theatre of warfare”, explains
Stuart McKenrzie, senior vice-presi-
dent of Mandiant Services in Europe,
Middle East, and Africa.

Targeting critical energy infra-
structure is “how you can have the
biggest impact — it’s an ability to
really show an extension of your
power”, he says. More than causing
disruption, it can “really erode the
public’s perception about your ability
to protect”.

Early this year, the discovery of
“wiper” malware in Ukraine, which
permanently deletes data on infected
computers, sent shockwaves through
the energy community and raised fears
it could spread across borders. Then, in
April, the Ukrainian government also

US oil
refineries have
been targeted
by hackers

Gary Coronadol’
Gatty Images

revealed that it had thwarted an
attempt by attackers from Sandworm,
a Russian cyber-military unit, to hack
high-voltage electrical substations. Ina
research note, analysts at Moody’s
warned that, given the interconnected
nature of European electricity grids
and gas pipelines, “there is increased
risk of a cyber event impacting multi-
ple countries” if systems are breached.

Meanwhile, in the US, authorities
have alerted companies to new mal-
ware targeting industrial facilities
and systems that control machinery,
and called on energy groups to
hardentheir defences.

Vinnie Liu, co-founder of Bishop
Fox, a cyber security testing com-
pany, reports a flood of inquiries from
oil and gas companies since economic
sanctions were imposed on Russia.
Many have expressed concern that
Russia will try to disrupt their opera-
tions, to increase dependence on Rus-
sia’s own supply. “We are being asked
to make sure the company is not a soft
target,” Liu says. “Companies are

thinking ‘Let’s not be the one that gets
hacked””

Some hacks have been successful,
though — and had real-world conse-
quences. In late 2016, for example,
Russia is believed to have been
behind an attack that led to a power
blackout in the Ukrainian capital of
Kyiv. Others have been near misses.
Last year, a hacker came close to poi-
soning the water in a treatment facil-
ity in Florida.

Energy plants are particularly vul-
nerable, though, because they rely on
bothIT systems and operational tech-
nology (OT), which can be older and
harder to update. An electricity sup-
plier cannot simply switch off a city’s
power whileit upgrades its systems.

McKenzie notes that much of the
energy sector is also catered to by
local and regional providers, as well
asa supply chain of third-party stake-
holders with limited resources.
“That'’s where there’s still considera-
blerisk,” he says.

Cyber criminals are also joining

nation-state hackers in this “lucra-
tive” space, McKenzie adds.

As a result, energy companies

need to ensure they are “bolstering
intelligence and enhancing monitor-
ing of usual suspects, watching for
changes in [tactics] and hunting as
they change”, says Simon Hodgkin-
son, former chief information secu-
rity officer at BP and a board adviser
at the IT security group Reliance
acsn.
Beyond the “basics” — which
include updating and monitoring sys-
tems and having the necessary back-
ups in place — energy companies
need to undergo “crisis exercising”,
he says. “Prepare for the worst and
ensure recovery and mitigation plans
are robust.”

Danielle Jablanski, an OT cyber
security strategist at Nozomi Net-
works, says avoiding public panic
when an attack takes place is essen-
tial, too. Social unrest can be as dis-
ruptive as an actual attack, and lead
to unintended consequences.

Banks respond to digital threats after Pandora's Box moment

workforce to attack. Atthe organisation’s data, using continuity plans to specifically | could become a very stressed ¢ Data protection Building
same time, the onset of the ransomware. incorporate cyber incident and time-critical event. system defences to protect
. pandemic prompted many Together, all of these factors | simulation exercises —at And it seems the industry sensitive information and
Kevin organisations to reconfigure have created asurgein cyber both executive and has also recognised that, if it intellectual property (the
O’ Rourke susceptible supply chainsand | crime activity within financial | operationallevels. concentrates resources on “crown jewels” concept);
offer more digital experiences. | services —withattack Strategies have been innovation and digitalisation * Firewall protection
Itdid not take long for methods becoming more developed thatallow for fullor | but failsto investin cyber Enforcing connectivity
criminals to exploit any sophisticated and targeted. partial recovery of the security and awareness, it is restrictions to keep networks
resultant vulnerabilities that For example, crime figures organisation’s business critical | nviting trouble. safe, iIn homes and offices;
When the global pandemic these changes created. show that the number of services. Theserecovery plans Consequently, itisbecoming | ® Cyberhygiene
forced an almost overnight Banksgenerally have credential and identity thefts are tested to ensure thatall widely accepted that revenue Maintaining the use of strong
transition toremote working, | complexinterdependent have risen significantly. levels throughoutan generating concepts should passwords and multi-factor
itwasa “Pandora’s Box” supply chains with an array of Given the reputational organisation are aware oftheir | be balanced with those authentication;
moment for cyber crime: financial technology and IT damage abreach could cause, | responsibilities during what allocated to respond to * Antivirus softwareand
releasing malevolent forces solution providers. So, when banks have developed robust malicious cyberactivity. back-up procedures Investing
intoanewlyvulnerableworld | theyall had tostart operating practices to combat this Banks arealso payingmuch | inthe latest technologies;
of financial services. differently, attackers could threat. But thereis also Remaote worki ng moreattention to the risk * Phishing awareness
Although the banking sector | take advantage of this, and recognition that, while exposure and resilience Familiarising staff with scams,
has alwaysbeenatargetforthe | theirapproaches have preventive actions are critical, presen’[ed hackers capabilities of their third-and | and providing ongoing
criminal fraternity, remote evolved: not just stealing funds | itisstillimperative for banks with a more Wldely fourth- party vendors. training on the constant threat
working —which has now or sensitive data but extorting | toknow howtorespond and § These are some of the from cyber criminals.
evolved intohybrid working— | money by compromising recover from a cyber attack. and Thlnly Spread preventive measures that will
presented hackerswithamore | servers, manipulatingdata,or | Theyhave therefore adapted workforce to attack be familiar to risk managers Kevin O'Rourkeis group head of
widely and thinly spread even encryptingall ofa victim | disaster recovery and busi within the sector: risk management for Bank ABC
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Chain-driven: Toyota had to shut down its car plants in Japan after a suspected cyber attack on one of its suppliers — shino Fukada/Blomberg

Smart factories need smarter IT

Manufacturing
Complex supply
chains and connected
machinery add risk,
says Sylvia Pfeifer

anufacturers suffered

the brunt of cyber

attacks last year, over-

taking financial serv-

ices and insurance as
the most targeted sector. As the Cov-
id-19 pandemic exposed the vulnera-
bility of the long, complex supply
chains favoured by global manufac-
turers, hackers bet on the ripple
effects that disruption would cause
for them.

More than 45 per cent of the
attacks were on vulnerabilities that
victim organisations did not, or could
not, fix using software updates,
according to IBM's latest Security
X-Force Threat Intelligence Index.

These findings underline the
increased threat to industrial compa-
nies as they grapple with the chal-
lenge of securing decades-old legacy
systems.

Increasingly interconnected sup-
ply chains have only raised the stakes
— with several global manufacturers
reporting incidents. Earlier this year,
Toyota shut down all of its plants

across Japan after a suspected cyber
attack on one ofits suppliers.

Attacks are also increasing at a
time when companies are integrating
greater computing power, and more
connectivity, into their production
facilities.

So-called smart factories promise
to improve quality and efficiency in
manufacturing, as well as cutting
response times. But they create new
points of cyber vulnerability, espe-
cially if poorly implemented.

Manufacturers are “not as mature
as the financial services sector, which
has had these attacks for a number of
years and is therefore ahead of the
curve in terms of its protections”,
points out Del Heppenstall, cyber
security partner at KPMG in the UK.

They are vulnerable to attacks on
several fronts, too.

“From a ransomware perspective,
manufacturers are quite exposed to
time-driven critical processes, Hep-
penstall notes. “So, if you can cause a
disruption, manufacturers are per-
ceived to be more prone and there-
fore more likely to pay a ransom.
Companies don’t run dual manufac-
turing processes.”

A further challenge for industrial
companies is their reliance on what is
often older technology to run the
machinery in their manufacturing
operations — whether that is making
parts for a customer or building an

entire product. Challenges arise when
this operational technology is then
connected to the company’s corpo-
rate ITinfrastructure.

All of these issues need to be
addressed as manufacturers look to
transform the way they operate
to take advantage of interconnected
systems and the “internet of things”.

While a lot of research is going on
into smart factories and what they
should look like, the reality on
the shop floor is still very different,
warns Gareth Williams, vice-presi-
dent of Secure Communications
and Information Systems at French
group Thales.

‘If you can cause
adisruption,
manufacturers are
perceived fo be more
likely fo pay aransom’

better use of the data but they have an
“existing factory infrastructure that
they spent many years and many mil-
lions of pounds building ™.

“Some of it is very old, some of it
doesn't even recognise the internet,”
he explains.

‘While the question for larger com-
panies is how they can protect them-
selves as they move along the path
towards greater digitisation, the
challenge for small and medium-
sized companies is more often about
getting the right level of support
and ise.

In its latest cyber readiness report,
the UK-listed insurer Hiscox found
that small- and medium-sized enter-
prises have borne the brunt of recent
attacks. Companies with revenues of
$100,000 to $500,000 now get as
many attacks as those in the $1mn to
$9mn bracket.

At the same time, however, IT
spending by SMEs has fallen, leaving
many exposed, the reportreveals.

Ted Plummer, principal product
r at industrial 3D printing

He says setting up a fully connected
factory is not that simple, “unless you
are building a brand-new greenfield
factory fromscratch”.

A lot of clients, adds Williams, are
in “that middle stage” — where they
want to make the factory smart, to
connect all their IT systems and make

company Markforged, which counts
companies from a wide range of
industries among its customers, says
SMESs and the “small machine shops
are starting to realise how important
maintaining around this digital
threadis™.

They need tools to “make it easy
to be secure”, he argues, because

“people will do what is most conven-
ient”.

Leanne Connor, business man-
ager at the National Digital Exploi-
tation Centre in Wales, warns com-
panies: “You are only as good as
your weakest link.”

The centre — ajoint venture invest-
ment launched by Thales, the Welsh
government and the University of
South Wales — is situated on the site
of a former steelworks in Ebbw Vale
and provides training and support to
companies to test and develop their
digital concepts.

Connor says the key is to “get SMEs
up to the right standard . .. the
standards we expect from our supply
chain are going up all the time”.

KPMG's Heppenstall sees a “signifi-
cant amount of third party supplier
assurance taking place” as executives
test the resilience of their organisa-
tions. “Continuity of service is just as
important as data,” he adds.

And, while digital transformation
may be the ultimate goal for many,
Heppenstall cautions that executives
should not lose sight of what they
are trying to achieve by going down
this path. “We found a lot of compa-
nies start with the technology and
work backwards to apply it,” he says.
“You should reverse the sequence
and build the technology to meet the
outcome you are looking to achieve
by doing this digital transformation.”
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Travel sector Cyber attacks can be aimed at critical national infrastructure and customer data, explains Nick Huber

ransport and

travel groups are

proving doubly

attractive targets

to cyber criminals
— as both operators of critical
national infrastructure, and as
treasure troves of valuable
customer data.

Over the past five years,
cyber attacks on the IT sys-
tems and databases of trans-
port organisations have
increased and evolved,
expertssay.

In 2017, malicious software,
or “malware”, hidden in a doc-
ument used to file tax returns
infiltrated the IT systems of
Maersk — and cost the global
shipping company up to
£300mn. A year later, hackers
shut down 2,000 computers
belonging to the Colorado
Department of Transportation
inthe US.

And now, transport systems
are seen as prime targets in
international conflicts.

“There is some evidence
from [US] government
sources that nation-states and
associated criminal organisa-
tionstarget lifeline [transport]
infrastructure for cyber
attacks more than other indus-
tries because these industries
are strategically important to
national security and the econ-
omy,” says Bob Kolasky, a
former assistant directoratthe
US Cybersecurity and Infra-
structure Security Agency.

Today, Kolasky is senior
vice-president for critical
infrastructure at Exiger, which
advises companies on risk.

Meanwhile, fraudsters are
hacking private travel compa-
nies’ customer data. In 2020,
easy]Jet discovered the email
addresses and travel details of
nine million customers were
compromised, plus some
credit card information.

Since then, both industries
have reported a sharp increase
in the use of ransomware
(malware software that
encrypts data to hold the own-
ers to ransom), plus distrib-
uted denial of service attacks
(which overwhelm a network
or website with messages), as
well as phishing (whereby
cyber criminals pose as legiti-
mate organisations to steal
consumers’ financial details).

In the case of transport
organisations, attacks are typi-
cally mounted against IT sys-
tems, to cause maximum eco-
nomic and social disruption to
passengers and supply chains.

One of the vulnerabilities
they face is the rudimentary
nature of their “operational”

Transport:

a moving

target for hackers

i] Check-in
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Flight risk: airline computer systems are treasure troves of valuable customer data to cyber criminals — ever BlzngarGetty Images

technology — such as rail sig-
nalling, sensors, and port net-
works —when compared with
state-of-the-art corporate IT
systems.

“Operational technolo-
gies . .. can be disrupted by
a hack, which can result in
physical safety risks for peo-
ple,” points out Massimiliano
Claps, research director and
transport lead at IDC, a
research company. “From that
perspective, transportation is
one of the industries that has
one of the highest [cyber secu-
rity] risk profiles.”

And the areas of risk are
widening, consultants warn.
To automate maintenance and
improve efficiency, transport
companies are digitising their
operational and external IT
systems.

ey

“[Operational] systems
were never designed to be con-
nected to other systems and
never had security designed
and built into them,” notes Jus-
tin Lowe, a cyber security
expertat PA Consulting.

In the case of travel compa-
nies, attacks tend to be focused
on customer data, which can
be financially valuable if sold
on the “dark web” — hidden
parts of the internet — and
used for fraud.

Ross Henton, a former head
of cyber security at American
Express Global Business
Travel, and now director at
Mitiga, a cyber security tech-
nology company, says using
this data safely must be
a priority for travel groups.
“One of the concepts we talk
about in [cyber] security is the
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CIA triad: confidentiality,
integrity, and availability,”
hesays.

Fortunately, travel company
IT systems are typically more
advanced than those in the
transport sector. But they con-
tain more customer data,
which creates different secu-
rityrisks.

Hospitality businesses are
the third most targeted by
cyber attackers of all industry
sectors, behind retail and
financial services, according to

‘Transportatfion has
one of the highest
risk profiles’
Massimiliano Claps, IDC
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Trustwave’s 2020 Global Secu-
rity Report.

Criminal groups attack hotel
IT systems using methods
including “spear phishing” (a
targeted cyber attack against
an organisation or individual)
or they hack hotel WiFi, says
Maximilian Heinemeyer, vice-
president of cyber innovation
at Darktrace, a cyber security
technology company.

After breaching the hotel
‘WiFi, a cyber criminal can
install “keyloggers” — malware
software on the victim's device
that records everything they
type and sends a log of the
activity to the hacker.

Opportunities for customer
data attacks exist because the
quality of cyber security in
hotels, airlines, and car rental
companies varies. A further

contributing factor is the
extent of “interconnectivity”
between companies’ IT sys-
tems and the data, says Sher-
ron Burgess, senior vice-
president and chief informa-
tion security officer at BCD
Travel, a global travel agent
for businesses.

BCD has responded to the
threat by using “vulnerability
management” technology to
scan for security weak spots in
its IT systems, and has adopted
recognised cyber security
standards, including ISO
270001. This stipulates that
suppliers and trading partners
follow minimum cyber secu-
rity standards — including the
use of firewalls and data
encryption — and that security
is checked regularly. “Anyone
can do really well for one
month,” points out Burgess.

Regulators are also applying
pressure. In the US, the Trans-
portation Security Adminis-
tration has issued directives
requiring rail operators and
pipeline companies to
strengthen cyber security
against ransomware attacks
and other threats. They are
also being made to implement
a cyber security “contin-
gency and recovery plan”.

Similarly, the European
Commission has published
proposals to update and
strengthen cyber security
rules for network and infor-
mation systems, which
includes making senior man-
agers accountable if their com-
pany fails to comply with the
directive. This directive
applies to travel companies,
confirms Paul McKay, a cyber
security and risk analyst at
Forrester, a research company.

Cyber threats to travel and
transport sectors are not
expected to diminish, though,
as the boom in ransomware
continues, and as transport
{:(]mpm]ies connect more
industrial sensors and devices
tothe internet.

Operators are therefore
advised to detect and resolve
the risks — or at least minimise
the damage of any security
breaches — with standard
cyber security software, staff
training, and a well-rehearsed
“incident response”.

However, too often, compa-
nies in transport and travel
take a “reactive” approach to
cyber security and may only
examine it after a breach,
warns Henton of Mitiga. [t may
improve the situation in the
short term, but “doesn’t really
[tackle] ongoing problems or
drive cultural change”, he says.
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Navigating Cyber Risk

Hotels

Hospitality sector
Hackers see customer
data as easy pickings,
says Alice Hancock

otels and hospitality
businesses are now the
third most targeted by
cyber attackers of all
industry  sectors.
Despite being bricks-and-mortar
enterprises — set up for physical
enjoyment of their amenities — they
have become a rich mine of data for
hackers with nefarious intentions.

Before Covid-19 forced hotels into
a two-year period of on-off closures,
they were the victims of 13 per cent
of cyber compromises, according
to Trustwave's 2020 Global Security
Report — ranking just a little lower
than retail and financial services
companies.

And with hotels facing a difficult
pandemic recovery and acute staff
shortages, the increased use of tech-
nology to replace face-to-face serv-
ices such as check-in and on-site pay-
ments has only raised thisrisk.

“Historically, hospitality has
been a personal service, but I think
they have started to realise that
technology can facilitate a lot of
that,” says Tristan Gadsby, chief
executive of hospitality consul-
tancy Alliants.

‘What would previously, for exam-
ple, have been an in-person chat or
phone conversation, Gadsby notes, is
now more often a virtual chat
exchange. “We are seeing three times
as many messages being sent post-
Covid, compared to pre-Covid, per
guest,” he says.

In a sign of the times, the US com-
merce department last year issued its
first set of guidelines for how hotels
should secure customer data and crit-
ical software systems.

Meanwhile, authorities monitoring
Covid's spread have also required
more data from hotels — including
their guests’ contact details and
health status.

Thomas Magnusoen, founder of
Magnuson Hotels, an umbrella com-
pany for hundreds of independent
establishments, says his company
tries to take minimal information
fromguests as “sometimes, when you
travel, you feel like it is the biggest
data grab of all time”,

Hackers see international hotel
chains, which process a huge volume
of transactions, as easy pickings.
Hotel groups also run valuable
loyalty schemes with millions of
members, who give up their data in
order to earn points and improve
their stays.

One of the most high-profile cyber

wary of L

incidents in recent times was the
breach of Starwood’s database in
2014, before the group was bought by
Marriott, forming the world’s largest
hotel chain. That hack, which was
only discovered after the deal,
exposed the data of about half a bil-
lion customers, Marriott said, when it
revealed theimpactin 2018.

In a test case for Europe’s then rela-
tively new General Data Protection
Regulation (GDPR), Marriott was
fined £18.4mn by the UK data regula-
tor, acting on behalf of the European
Union — much less than the £99mn
penalty originally threatened.

Marriott —which says inits privacy
statement that it collects 15 different
types of data throughout a guest’s
stay, from email addresses to pass-
port information and preferred
languages — has since “redoubled”
its efforts “to detect and respond
to threats”, according to Arno Van
der Walt, its chief information secu-
rity officer.

The company sped up planned
investment into data security and
improved technology, such as soft-
ware that detects suspicious
cyber behaviour in real time, Van der
Waltadds.

Yet hotels can be vulnerable to

arange of cyber attacks, from ran-
somware to more specific intrusions,
such as DarkHotel, atype of hack that
targets high-level business guests
through a hotel’'s WiFi network.

Luxury hotels are a particularly
tantalising pool for criminals. In
August 2020, scammers hacked into
London’s Ritz hotel’s restaurant res-
ervation system in an effort to con-
vince guests to pass over their valua-
ble payment details.

“The volume of data that [hotels]
have is legend, therefore their data
retention procedures need to be
really up to scratch,” stresses Fed-
elma Good, co-lead of PwC’s data pro-
tection practice.

As cloud computing services have

‘When you travel, you
feel like it is the biggest
data grab of all time’

expanded, hotels have pushed more
data storage towards external holders
such as Amazon Web Services or Ora-
cle — a move that at least means sys-
tems are being overseen by software
experts, executives say.

3

Safety first: the Covid-19 pandemic has required hotels to store even more customer data and ensure it is secure — pecwoFiszarGetty Images

Many hoteliers additionally
employ third-party agencies to man-
age credit card details and keep dif-
ferent forms of data separate: “At the
press of a button, I can tell what time
[a guest] checked in, what time he
left, what time he had lunch,” says
Sean McKeon, company secretary of
Irish hotel group Dalata.“I have
CCTV, butit'snotall in one place.”

However, staying safe does mot
come cheap for already cash-
strapped hotels. Gadsby says running
just one penetration test to find vul-
nerabilities in computer systems can
costupto $25,000.

Training staff is crucial. Several
hotel executives point out that it is
when staff are handling customer
details that information is most likely
to slip out.

“Youwouldn’t dream of appointing
an executive head chef who
didn’t understand hygiene, so
why would I appoint a head of mar-
keting who didn’t have an acute
understanding of data protection?™
asks McKeon. He says Dalata has
spent tens of thousands on upgrading
information security systems and
training employees.

GDPR has forced companies to
adopt much higher standards when it

nwelcome guests

#

comes to data protection. But PwC’s
Good points out that for hotel groups
with large cross-border footprints
complying with regulations in every
jurisdiction is “areal challenge”.

Magnuson believes hotels should
simply demand less data and not
monetise it in vast loyalty pro-
grammes, as the big global chains do.
Hilton, for example, raised $1bn dur-
ing the pandemic just by selling
advance loyalty points to its credit
card partner American Express.
“They talk about their millions of
rewards owners and number of asso-
ciated points [as] specifically valued
assets,” Magnuson observes.

And with guests demanding an
increasingly personalised and indi-
vidually tailored service, particularly
from the well-known hotel brands,
data is likely to remain a precious
commodity in need of protection.

As Marriott expands online serv-
ices — from phone notifications
about when your room is ready, to
using your mobile to unlock your
door — Van der Walt says the com-
pany remains “laser focused” on
the increasingly complex cyber
environment: “This is a race that
doesn’t really have a finish line, hacks
remain athreat.”
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